Internet Explorer 8 settings for Online Advantage.

ptions to open this window:

Internet Options

General |Securit';.f | Privacy | Content | Connections | Programs | Advanced

In Internet Explorer, click on the Tools menu and choose Internet O

Home page -
[/? To creake home page tabs, bype each address onits own line,
S |

abautiblank

[ Idse current J[ IJse default ][ Ise blank J

Browsing hiskory

: J'_ | Delete temporary files, history, cookies, saved passwaords,
v and web Form information,

[ ]Delete browsing histary on exit

Delete. .. ][ Settings ]

Seatch
.'ﬁ:. Change search defaults. Settings
Tabs
| Zhange how webpages are displaved in Settings
[~ tabs.
Appearance
Colors ][ Lanquages H Fonts ][ Accessibility ]

[ (4 ][ Cancel ] Apply
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Click on the Security tab to open this window:
Internet Options @

| General | Security iF‘rivac‘;.f | Content | Connections | Programs | Advanced

Select a zone ko view or change security sethings.

@ @ v O

Inkernet Local intranet  Trusted sites. Restricked
sikes

frusted stes
ites
) f? This zone contains websites that vou
v krusk mok ko damage your compuker or
wour Files,

Y¥ou hawe websites in this zone,

Security level For this zone

Custom
Cuskom setkings.
- Ta change the setkings, click Cuskarm lesiel,
- Toruse the recommended settings, click Default level,

[ Custom level... H Defaulk lesel ]

[ Reset all zones ko default level ]

[ K J [ Zancel Apply

Then Click Custom Level to get the Security Settings window open.

Make sure settings are as below:
@\ﬁ MET Framework
& Loose XAML
) Disable
(¥} Enable
{:} Prormpk
gﬁ #aML browser applications
) Disable
(¥} Enable
{:} Prompk
,93 %P5 documents
) Disable
(¥} Enable

{:} Prompk
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% MET Framewark-reliant components

% Permissions for components wikth manifests
() Disable
{*) High Safety

% Run compaonents nok signed wikh Authenticode
() Disable
{(*) Enable
) Prompt

@ Fun components signed wikh Authenticode
() Disable
{(*) Enable
) Prompt

| Activey controls and plug-ins
o | allow previously unused Activer controls bo run without prom
) Disable
{¥) Enable
| Allow Scriptlets
(¥ Disable
) Enable
C' Prompk
o | Automatic prompting for Actively controls
) Disable
{¥) Enable
#| Binary and script behaviors
) administrator approved
) Disable
(¥} Enable
| Display video and animation on a webpage that does not use
(%) Disable
) Enable
o | Download signed Adkivey contrals
) Disable
(%) Enable
{:' Prarmpk
| Download unsigned Ackiver controls
) Disable
(¥} Enable
{Hﬁ Prompk
o | Initialize and scripk Activey controls nok marked as safe for s
() Disable
(%) Enable
) Prompt
/| Only allow approved damains ko use Ackive without prompt
(%) Disable
() Enable
/| Run AckiveX contrals and plug-ins
Administrator approved
Disable
Enable
Prompk

o®00
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| Script Activey controls marked safe for scripting®
) Disable
(¥} Enable
C' Praormpk
3& Downloads
ﬂ Automatic prompking For file downloads
) Disable
! Enable
le dowenload
) Disable
Enable
ﬂ Font download
) Disable
(%) Enable
'G' Prarmpk
ﬂ Enable .MET Framework setup
) Disable
(¥} Enable
Miscellaneous
|| Mccess data sources across domains
) Disable
(%) Enable
C' Prompk
L] Allow META REFRESH
) Disable
{(*) Enable
|| Allones scripting of Microsoft web browser control
) Disable
{(*) Enable

~.v{!' Fil

e

@0

|| Allows script-initiated windows without size or position constr:

() Disable
{(*) Enable

|| Allow webpages to use restricted protocols For active conter

() Disable
(") Enable
{(¥) Prompt

|| Allow websites to open windows without address or status b

() Disable
(%) Enable
| | Display mixed content
() Disable
() Enable
{?} Prormpk
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| | Don't prompk Far client certificate selection when no certificat
() Disable
(%) Enable
|| Drag and drop or copy and paste files
() Disable
(%) Enable
) Prompt
| | Include local directary path when uploading files to & server
() Disable
(%) Enable
|| Installakion of deskkop items
() Disable
(%) Enable
'f::' Prormpk
| | Launching applications and unsafe files
() Disable
() Enable
{?} Prompk
| | Launching programs and Files in an IFRAME
() Disable
(*) Enable
C' Prompk
| | Mavigate windows and Frames across different domains
() Disable
(*) Enable
C' Prompk
| | Open files based on content, not File extension
() Disable
(*) Enable

|| Submit non-encrypted form data
) Disable
(¥} Enable
{:' Prarmpk

| | Use Pop-up Blocker
(%) Disable
) Enable

|| Use SmartScreen Filker
) Disable
(¥} Enable

L] Iserdata persistence
) Disable
(¥} Enable

| | websites in less privileged web content zone can navigate in
) Disable
(¥) Enable
{:' Prompk
E| Scripking

| Active scripting
) Disable
(¥) Enable
{:' Prompk
Allow Programmatic clipboard access
) Disable
(¥) Enable

{:' Prompk
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Allow skatus bar updates via scripk
() Disable
{(*) Enable
Allow websites to prompt For information using scripted winde
() Disable
{(*) Enable
= | Enable ¥55 filker
() Disable
{3} Enable
Scripking of lava applets
() Disable
{3} Enable
) Prompt
52, User Authentication
%2, Logon
() anonymous logon
(%) Automatic logon only in Intranet zone
() Atomatic logon with current user name and password
"3 Prompt For user name and password
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