Internet Explorer 9 settings for Online Advantage.

In Internet Explorer, click on the Tools menu and choose Internet Options to open this window and click on the

“Security” tab to open this window:

Internet Options - - . | LE']. X4 |

| General | Security Pr'waq;l Cﬂntentl Connections | Programs | Advanced|

Select a zone to view or change security seftings.

@ & / ©

Internet Local intranet  Trusted sites Restricted sites

Trusted sites
/ This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone

Custom

Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level.

[ |Enable Protected Mode (requires restarting Internet Explorer)

[ Custom level... H Default level J

[ Reset all zones to default level I

I oK H Cancel I .-'+|Jp!*_,_a

all the advantages

advantage



Internet Options —— - | LE']. 28 |

General | Security |Pr'wat;y | Cﬂntentl Cﬂnner:tiﬂnsl Programs | Advanced|

Select a zone to view or change security settings.

@ &[/|®

Internet Local intranet | Trusted sites | Restricted sites

Trusted sites
j This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone

Custom

Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level.

[ |Enable Protected Mode (requires restarting Internet Explorer)

’ Custom level... H Default level I

I Reset all zones to default level I

I oK H Cancel I App!}f

Then click on the “Trusted Sites” icon as shown above in red. Then click on the “Sites” button as above. You need to
add in the domain name or server IP address you are using to connect to Online Advantage as per the following screen:
r

Trusted sites

; You can add and remove websites from this zone. All websites
. in this zone will use the zone's security settings.

Add this website to the zone:
http://10.70.99.4] Add

Websites:

http://10.70.99.10 * Remove

http://10.70.99.42
http://10.70.99.5
" http://10.70.99.8
httn://10.75.99.10

i

-

|| Require server verification (https:) for all sites in this zone

Close

all the advantages all the time advantage



Next click “Custom level” button for the “Trusted Sites” as per the screen shot below:

Internet Options — - o LE']. 28 |

Security | Privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security seftings.

@ & / ©

Internet Local intranet  Trusted sites Restricted sites

Trusted sites
This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone

Custom

Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level.

[ |Enable Protected Mode (requires restarting Internet Explorer)

[ Custom level... ” Default level J

[ Reset all zones to default level I

I oK H Cancel I A|.J[J!f

. = ==

You will be presented with a window where you can adjust all the Security Settings for the Trusted Sites Zone as
follows:

all the advantages all the time advantage
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Security Settings - Trusted Sﬁes Zone‘ n

Settings

Fid . NET Framework -
% Loose XAML =
(") Disable =
(@) Enable
() Prompt
il [¢% XAML browser applications
(") Disable I
(@) Enable
() Prompt
[#% %PS documents
(") Disable
(@) Enable
() Prompt
Be NET Framework-reliant components
§r Permissions for components with manifests
(") Disable
(@) High Safety -
< | 1 | b

*Takes effect after you restart Internet Explorer

Reset custom settings

Reset to: ’M&djum (default) "I [ Reset... J

s

Make sure settings are all as follows which in essence is enabling everything except the pop-up blocker which MUST be
disabled in order for OA to function properly:

B AET Frameiork

& Loose XAML
() pisable
(@) Enable
Q Prompt

|&® XAML browser applications
() pisable
(@) Enable
Q Prompt

l&® XPS documents
() pisable
(@) Enable
Q Prompt

B NET Framework-reliant components

B Permissions for components with manifests
() pisable
(@) High Safety

e Run components not signed with Authenticode
() pisable
(@) Enable
Q Prompt

e Run components signed with Authenticode
() pisable
(@) Enable

Prompt
(©) Promp

all the advantages all the time advantage



)

|#| ActiveX controls and plug-ins

@/ Allow ActiveX, Filtering
(") pisable
(@) Enable
¢/ Allow previously unused ActiveX controls to run without
(") pisable
(@) Enable
#| Allow Scriptlets
() Disable
(@) Enable
() Prompt
#| Automatic prompting for ActiveX controls
(") pisable
(@) Enable
|#| Display video and animation on a webpage that does not us
() Disable
(@) Enable
|#| Download signed ActiveX controls
() Disable
(@) Enable
() Prompt
|#| Download unsigned ActiveX controls

-

() Prompt
|#| Initialize and script ActiveX controls not marked as safe for
() Disable
(@) Enable
() Prompt
|#| Only allow approved domains to use ActiveX without prompt
() Disable
(@) Enable
|#| Run ActiveX controls and plug-ins
f:) Administrator approved
() Disable

p

(@) Enable

r

() Prompt
|#| Script ActiveX controls marked safe for scripting™
() Disable
(@) Enable
() Prompt

|#% Downloads

|&? File download
() Disable
(@) Enable

&% Font download
() Disable
(@) Enable
() Prompt

|&® Enable .NET Framework setup

() pisable
(@) Enable

|| Miscellaneous

| Access data sources across domains
(") pisable
(@) Enable
() Prompt

all the advantages
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l 6
|| Allow META REFRESH
(7) Disable
(@) Enable
|| Allow scripting of Microsoft web browser control
(7) Disable
(@) Enable
|| Allow script-initiated windows without size or position const
(7) Disable
(@) Enable
|| Allow webpages to use restricted protocols for active conter
(7) Disable
(@) Enable
() Prompt
|| Allow websites to open windows without address or status |
(7) Disable
(@) Enable
|| Display mixed content
(7) Disable
(@) Enable
() Prompt
Don't prompt for client certificate selection when only one ce
() Disable
(@) Enable
|| Drag and drop or copy and paste files
(7) Disable
(@) Enable
() Prompt
|| Enable MIME Sniffing
(7) Disable
(@) Enable
|| Include local directory path when uploading files to a server
(7) Disable
(@) Enable
Launching applications and unsafe files
() pisable
(@) Enable
() Prompt
Launching programs and files in an IFRAME
() pisable
(@) Enable
() Prompt
Navigate windows and frames across different domains
() pisable
(@) Enable
() Prompt
Submit non-encrypted form data
() pisable
(@) Enable
() Prompt
Use Pop-up Blocker
(@) Disable
(") Enable
Use SmartScreen Filter
(") pisable
(@) Enable
Userdata persistence
(") pisable
(@) Enable
| Websites in less privileged web content zone can navigate
(") pisable
(@) Enable
() Prompt

=]
=]
=]
=]

L]
L]

L]
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= Scripting
=] Active scripting
() Disable
(@) Enable
() Prompt
=] Allow Programmatic clipboard access
() Disable
(@) Enable
() Prompt
=] Allow status bar updates via script
() Disable
(@) Enable
=] Allow websites to prompt for information using scripted win
() Disable
(@) Enable
= | Enable XSS filter
() pisable
(@) Enable
| Scripting of Java applets
() pisable
(@) Enable
() Prompt
2, User Authentication
2 Logon
() Anonymous logon
(@ Automatic logon only in Intranet zone
() Automatic logon with current user name and password
() Prompt for user name and password

At the end of this it is best to close your browser and re-open it before attempting to login and use Online Advantage.
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